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IosicHUTEILHAA 3aNINCKA

Kypc «CereBasi 6e301acHOCTE)» paccMaTpUBaeT HauOolee MIMPOKO UCIIOIb3YeMbIe MPOTOKOIBI CETEBOI
0e30IIaCHOCTH TPHKIAJHOTO ¥ CETEBOr0 ypPOBHEH, BONPOCHI OOeCHeYeHUs] OC30IacCHOCTH pU
HOJAKIIIOUYCHUH KOPIIOPAaTUBHOH ceTH K uHTepHeTy. OCHOBHOEC BHHMAaHHUE YJIEINSeTCs KiacCH(UKALUH
MEXKCETEBBIX JKPaHOB, CUCTEM OOHAPYKEHHUsS INPOHHKHOBEHHH, OOecrieuyeHnI0 Oe30IacHOCTH CEPBUCOB
DNS wu web-cepBepoB, KinaccupuKamu # crocodam OOpbObl € BpPEIOHOCHBIM POTPAMMHBIM
obecrieyeHrueM.

Ilnanupyembie pe3yabTaThl 00y4eHHA

OcyiecTBisieTcs MpeABapUTeIbHAsT CAMOCTOATEIbHAS WM IMOJ PYKOBOACTBOM pa3paboTka
QITOPUTMOB C HCIONIb30BaHUEe rpaduueckux cpenctB (Omok-cxembl, UML-muarpammer u 1p.). He
TpeOyeTcsi B3aMMOJEHCTBHE C JPYTUMH MPOrPaMMUCTaMH, CHUCTEMHBIM AaHAIUTHKOM M apXHUTEKTOPOM
IporpaMMHOro obecreueHus. OCyLIECTBIsSIETCA pELIeHUEe TUIOBBIX 3aj1ad. llomyueHHble pe3ynbTaThl
MPEJCTABISIOTCS PYKOBOIUTEIO Pa3paOdOTKH MPOrPaMMHOT0 00ECTICYECHHSI.

BremonHstoTcss camocTosiTenbHas pa3paboTka mpoleayp COOpKH MOAyJdeil U KOMIOHEHT
MPOrpaMMHOTO oOecreueHus: ¥ Bepu(UKalKsg BBITYCKOB MporpaMMHOro mpoaykra. IIpousBomutcs
pa3paboTKa mpouenyp pa3BepThiBaHUS U OOHOBJICHUS MPOTPAMMHOTO 0OECIeUeHus, MPOLIETyp MUTPALIUN
u mnpeoOpa3oBaHus (KOHBEPTALlMM) JaHHBIX M MPOTPAMMHBIX HHTEp(eicoB ¢ HCMOIb30BaHUEM
BBIODAHHBIX TPOTPAMMHBIX CpPEACTB, TEXHOJOTMH CO3JaHUS OTKPBITHIX cUCTeM. OCyIecTBIseTCS
pellIeHre pa3InYHbIX TUIIOB 33jja4 IPOEKTUPOBAHUS IIPOrPAMMHBIX KOMIUIEKCOB Pa3IMYHOM CI0KHOCTH,
BBIOOp CcHoOCOOOB peanu3alvy B3aWMOJICHCTBHSA TPOTPAMMHBIX KOMITOHEHT/Moaynen. TpeOyercs
B3alMOJICIICTBHE C MpPOrpaMMHUCTaMH-pa3pabOTUMKaMH MOAYJIEH, apXUTEKTOPOM IPOTrPAMMHOIO
oOecnieueHus. [lomydeHHble pe3ynbTaThl MPEACTABISAIOTCS PYKOBOAMUTENIO pa3pabOTKU MPOrpaMMHOIO
obecreyeHus.

B npornecce uHTErpanuy mporpaMMHBIX MOJIYJNEH M KOMIIOHEHT M BEpU(HUKAIMU BBITYCKOB
IIPOrPaMMHOT0 MPOAYKTA OCYIIECTBISIETCS cOOpKa MOAYJIEH M KOMIIOHEHT IPOrpaMMHOT0 00eCIeueHus,
MIPOU3BOJINTCS MHTErpalus ¢ BHeIIHel cpenoil. O0ecrneunBaeTcsi COrIacOBaHHOE (DYHKIIMOHUPOBaHHUE U
TpeOyeMblil ypOBEHb KaueCTBa.

[IpoBeneHne MHTErpaldyd NPOrpaMMHBIX MOJYJEH M KOMIIOHEHT W BepU(HUKAIUS BBITYCKOB
IIPOrpaMMHOTO POAYKTA MPEAINOoIaratoT olpeeseHue 3ajad porpaMMHOIN UHTETpaluy, pacripeaeneHue
3a/1a4 MeXAy NOJYMHEHHBIMH, 00ecTIeYeHHE B3aUMOIEHCTBUS IOJYMHEHHBIX COTPYIHUKOB.

[TporpaMMHUCT HECeT OTBETCTBEHHOCTh 3a PE3YJIbTAT BBINOJIHEHHUS PadOT Ha ypOBHE TPYIIIbI
nporpaMMucToB. B mpomuecce uHTerpamumn Tpedyercs B3aUMOAECHCTBUE C apXUTEKTOPOM MPOTrPaAMMHOIO
obecnieyenus. IlonmydyeHHble pe3ynbTaThl MPEACTABISIOTCS PYKOBOIUTENIO Pa3pabOTKH MPOTrpaMMHOIO
obecreyeHusl.

Y4yeOHO-TEMATHYECKUH IIJIAH

Ne ‘ Ha3Banue Temsl AynUTOpHBIE 3aHATHS




Jlekuun | Ilpaktuka | Bcero

1 be3onacHoe cereBoe B3auMoielcTBHE 8 8 16

2 Knaccudukanus u onpeneneHne mMoJIMTUK 6 4 10
mexceTeBbix SkpanoB (Firewall)

3 Knaccudukanus u crioco0b1 60ps0ObI ¢ 4 6 10
BPEIOHOCHBIM ITPOTPaMMHBIM 00ecIie4eHuEM

4 CucreMbl 00HapyKeHUSI IPOHUKHOBEHUI 4 4 8
(Intrusion Detection Systems - IDS)

3) [TpuHIUIBEI 6€30IaCHOTO Pa3BEPTHIBAHUS 4 2 6
cepBucoB DNS

6 Obecneuenus 6e30macHOCTH Web-cepBepoB 8 10 18

36 36 72

Conep:xkanue Kypca

1. Be3onacHoe ceTeBoe B3auMOJeiicTBHE

[Tpotokon Kerberos. Ayrentudukanmonnsiii  cepsuc Kerberos. TpeGoBanus, KOTOpbIM JOJKEH
ynosneTBopsaTh Kerberos, onucanue nporokona Kerberos, ¢pynkumit AS u TGS, crpykrypa Ounera

(ticket) u ayrentudukaropa. BBonurcs nonarue obnactu (realm) Kerberos. Onucanue nporokona Bepcuu
5.

ITpotokon TLS/SSL. Onucanue mnportokona 3amucd U NpoTOKoda PykomokaTtus, BBOAMTCS IOHSTHE
"cocrosHue coeauHeHus". OmnucaHue HCNONB3YeMbIX KpunTtorpapuueckux onepamuii u  PRF.
Pacmmpenusi, KoTopele MOT'YT MCIIOJIb30BaThCs Uil 100aBiIeHNs (QyHKIMOHAIbHOCTEH B mpoTokos TLS.

[Tporokon SSH. Onucanue mpoTokona ynaneHHoro Oe3zomacHoro Bxoaa SSH. Omnpenensercs moHsTHE
KJII0Ya XOCTa, ONMCAHUE AITrOPUTMa TPAHCIOPTHOIO YPOBHS, crnoco0a ayTeHTU(UKAIUM cepBepa M
BBIUHCIICHHS pa3zensieMoro cekpera. OnmucaHue METOJ0B ayTeHTHU(HUKALIMU MOJIb30BaTENs U MEeXaHU3Ma
KaHana, OO0ECIeYMBAIOIEr0 HWHTEPAKTHBHBIE BXOJAHBIE CECCHM, YJAIEHHOE BBIMOJIHEHHE KOMaHJ,
nepenarnpanienue TCP/IP-coennnenuii, nepenanpasienue X11-coennHeHui.

ITpoTtokonsl OezomacHocTy Ha ypoBHe IP. PaccMmaTtpuBaeTcst apxuTekTypa cemeiictBa mpoTokosoB IPsec.
PaccmatpuBaroTcst mpoTtokonsl OezonmacHocTu - Authentication Header (AH) u Encapsulating Security
Payload (ESP), Be3zonacusie Accomuanuu (SA), ynpaBieHHE KIOYOM - PY4YHOE M aBTOMAaTHYECKOe
(Internet Key Exchange - IKE), a Takxe anropuTMmbl, HCIIOJIb3YEMbIC [UIs AyTCHTU(PHUKAIUN YIACTHUKOB
mudpoBanuss Tpaduka. Paccmarpusaercs I[Iporoxon VYmpasnenus Kimtouom (ISAKMP), koropsrit
onpezenser oOuMe mpoueaypbl U (opMarbl MaKeTOB JAJsi BEIEHUS MEPEeroBopoB 00 YCTAaHOBJIEHHH,
M3MEHeHMH U ynaneHun SA. B kadecTBe mpoTokosia ayTeHTH(UKaMW M OOMEHa KIlo4a PacCMOTPEH
rnporokoi IKE.

2. Knaccudukauus 1 onpeaejieHne MOJUTHK MexkceTeBbIX 3kpanoB (Firewall)



Krnaccudukamumss MeKceTeBbIX 3KpaHOB. ViccaeqyloTess CyIIECTBYIONIME TEXHOJIOTHH MEKCETEBBIX
9KpaHOB: TakeTHble GuiabTphl, stateful inspection firewall'sl, TpPOKCHM NPUKIATHOTO YPOBHSI.
PaccmarpuBaercs cepsuc NAT. IlpuBogstcs mpumepsl ucnonb3oBanus firewall'oB paszmuunoro Tuma:
BbIJICIIEHHBIE TIPOKCH cepBephl, host-based firewall'st, mepconanshsie firewall'st.

Paznuuneie Tunbsl okpyxenuil firewall'a. PaccmarpuBaroTcs pasziauyHble THUIBI OKPY)KEHHH, B KOTOPBIX
MoxeT QyHKImonupoBaTh firewall. [IpuBeneHs OCHOBHBIE PUHIIMITBI TOCTPOEHUS OKpyxeHnus firewall'a.
Haercsa onpenenenne DMZ cetu. MccnenyroTcs pasnuunbie Tonosiorun DMZ cereid ¢ uCnonab30BaHUEM
firewall'oB pasnoro tumna. Pa3zbupaercs B3aumMHOe pacmonoxkeHue koHeuHbIX Touek VPN u firewall'os.
BBopsTCs HOHATHS MHTPAHET, KCTPAHET. 3a0at0TCs IPUHIUIIBI CO3aHus NoauTuky firewall'a.

[Mpumep mnaketasix ¢uibTpoB B OC FreeBSD  6.0. PaccmatpuBatoTcsi makeTHble  (QUIBTPHI,
peasninzoBannbie B OC FreeBSD 6.0: IPF u IPFW. [IpuBoauTtcs cMHTaKCHC KaKIOTO M3 ATHX MAKETHBIX
GWIBTPOB U BO3MOXXHOCTH mnoanepkku coctosgHus TCP coenunenust B Hux. IlpuBogurcs mnopsaox
IIPOXOKJICHUS [TaKeTa yepe3 IpaBuiia NakeTHOro GpuibTtpa. M3ydaercs npuMenenne QyHKIUY TPAHCIALUT
ceteBbix anpecoB (NAT). I[IpuBenensl npumepsl Habopa npaBui B IPF u IPFW.

3. Knaccnuxanus u cnoco0bl 60pb0bI ¢ BPeIOHOCHBIM NIPOTPAMMHBIM O0ecrneyeHneM

Knaccudukaiusi BpeTOHOCHOTO MPOrpaMMHOTO OOECTICYCHHUS: KIIACCHUECKUE BUPYCHI, TPOSHCKHE KOHH,
CeTeBbIC YEpBH, XakKepckue YTHIUTHL. CrocoObl OOHapyKeHHs, HICHTH(QHKAIUA U 00E3BpEKUBAHUS
BpenoHocHoro [10. [Ipuniumnsl paboThl U KIaccu(uKalus aHTUBUPYCHOTO IIPOIPaMMHOI0 00ecIieYeHusl.

4. Cucrtembl oOHapy:xeHusi nponuxkHoBenuii (Intrusion Detection Systems)

Omnpenenenne nousitus Intrusion Detection Systems (IDS). PaccmatpuBaroTcsi IpUYHHBI, 10 KOTOPHIM
cinenyet ucnonb3zoBark IDS. IlpuBonsrcs paznuunbie moxoasl K kimaccudukamuu IDS. CpaBHuBarorcs
Bo3MokHOCTH network-based, host-based u application-based IDS. OuenuBaroTcsi npeuMyiiectsa U
HeznocTaTku IDS, OCHOBaHHBIX Ha OINpeNeNeHUH 3J0yNOTPeOJeHUH M Ha OIpeNeIeHUH aHOMAauil.
[lepeuncnsroTcss BO3MOXKHbBIE OTBETHBIE AeicTBUs [DS.

JlonoHHUTENbHBIE HHCTPYMEHTAJIbHBIE cpencTBa. CHCTEMBI aHAIHM3a U OLEHKH YSI3BUMOCTEH U MPOBEPKU
nesnoctHoctu (aitnoB. PaccmaTtpuBaercs emie oqHa cMmexHas IDS texnonorus - coznanue Honey Pot u
Padded Cell. IlpuBoasiTcss pasmuuHble crocoObl pa3BepThiBanus IDS pasHoro tuma. Mccnemyrores
BO3MOJKHBIE KOMOMHAIMK Hcnoab30BaHus network-based u host-based IDS. JlatoTcst cmoco6s! 00paboTku
BbIXo/1HOM MHpopManuu IDS. [lepeuncnstorcs TUITBI KOMIBIOTEPHBIX aTak, 00bIuHO onpenenseMsix IDS.

5. IlpuHuMnIbI 6e3o0nacHOro pa3seproiBanus ceppucos DNS

CgoiictBa nun¢pactpykrypsl DNS. OcHoBHOe Ha3HaueHue cepBucoB DNS, komnonentsl DNS, Takue, kak
30HHBIH (ails, name cepBepa u resolver'sl. BogsaTcs paznuunsie Tunsl DNS Tpan3akuuii: 3anpoc / oTBeT
DNS, 3oHHas mnepecbUika, AuHamuueckue oOHOoBIeHHs, DNS NOTIFY. Hccnenyroorcss BO3MOXKHBIE
yrpo3sl cepBucam u KommnoHeHTamM DNS. OOcyxknaercs NOHsATHE O€30MacHOCTH JJIsl CEpBUCOB U
komrnoHeHToB DNS. PaccmarpuBatorest Tpanzakuui DNS u yrpo3sl U ey 6e30MacHOCTH VIS Pa3IudHbIX
TUTIOB TpaH3akKuii. OMUCHIBAETCS CO3/aHNEe OE30IacHOTO OKpYKeHHs 11 cepBrucoB DNS: 6e30macHOCTh
mnatdopmsl, 6e3omacHocTh [10 DNS, ynpaBnenue conepKuMbIM 30HHOTO (haiina. [TpuBoasiTCS MOAXOBI
K o0ecrnieueHuto 3amuThl Ha ocHoBe crienupukanmu TSIG. PaccmarpuBaercs cioco0, kotopeim DNSSEC
oOecnieunBaer 3aumTy Tpansakuuii DNS Query/Response ¢ momomipio ayTeHTHU(PHUKAIMM HCTOYHHUKA,



MPOBEPKU HEIOCTHOCTU JaHHBIX U ayTEHTHU(UIIMPOBAHHOTO OTKa3a MpPH OTCYTCTBUHU 3alPOIICHHBIX
JTaHHbIX. ONUCBIBAIOTCS MeXaHW3Mbl, ucnoias3yemble DNSSEC, omepanuu, ¢ MOMOIIbIO KOTOPBIX 3TH
MEXaHU3MBI peau3yloTcs, U COco0bl obecrieueHus: 6€30MacCHOCTH ITHX ONepalui. 3a1at0TCs MPUHITUIIBI
6e3omacHoro passepreiBanuss DNSSEC.

6. O0ecneyenus 6e3onacHocTH web-cepBepoB

[Ipuuunbl ys3BUMOCTH Wweb-cepBepa. PaccmaTpuBatoTest mpoOieMbl 0e30MacHOCTH, CBsI3aHHBIE C web-
cepBepamu. OOcyxaaroTcs MpodieMbl, cBsi3aHHbIe ¢ Oe3onacHoCcThi0 OC, Ha KOTOpOU BhIMoHseTCs [10
web-cepBepa. M3yuarorcs anprepHaTuBHBIC IUIaTGOpPMBI Ui web-cepBepa. [IpuBoguTcs crocoo
6e3omacHoro uHcramupoBanus 110 web-cepBepa. Mccnenyercs ynpaeinenue nocrynoMm Ha ypoBHe OC
JUTSL IPUIIOKEHUST Web-cepBepa.

besonacnocte  web-ogepkumoro. PaccmarpuBaioTcss  mpuUHOMIIBI  oOecriedeHuss — 0e30IacHOCTH
cozepkuMoro web-cepsepa. llepednciiensl pa3iuyHble TEXHOJIOTHH CO3AaHUSI aKTUBHOTO COJEPKHMOTO
Ha CTOpPOHE KIMEHTAa M CPaBHHUBAETCsS Co3JaBacMasl MMHU CTENEHb pHUcKa. M3ywaroTcs paziudHble
TEXHOJIOTHH CO3/IaHUS JMHAMHUYECKUX CTPAHUIl HA CTOPOHE CEPBEPA U CBSI3aHHBIEC C HUMU YSI3BUMOCTH.

Texnonornn ayreHtudukanun u muppoBaHus. PaccMaTpuBarOTCs  CYIIECTBYIOIIME  TEXHOJIIOTUH
ayreHTu(ukanuu u mudposanus B web: BASIC ayrentudukanus, DIGEST ayrenrudukanus, TLS/SSL
ayTeHTU (UK.

Firewall mpuxmagHoro ypoBHs s web ModSecurity: moHSTHE peryiasipHBIX BBIpa)XEHUI, OCHOBHBIC
BO3MOYKHOCTH KOH(HUTYpHpOBaHHUsA, CIOCOObI 3amanus mpaBui (rules), medictBuii (actions). Jlaercs
pelIeHrne OCHOBHBIX IIpobiieM Oe3onacHocTy. [IpuBoauTcs npuMepHasi MUHUMasbHasi KOHQUIypanusi.

bezomacHas cereBas mHppacTpykTypa mis web-cepepa. Tonomorus cetu, ucnoib3zoBanue firewall'os,
CETEBBIX KOMMYTAaTOPOB M KOHLEHTpaTopoB, IDS. ®opmynupyroTcss NpUHLIUIB aIMUHUCTPUPOBAHUS
web-cepBepa: co3maHue JIOroB, HpOILEAYphl Co3daHust backup web-cepBepa, BOCCTaHOBICHHE MPH
KOMIIPOMETAIMK 0e30MacHOCTH, TECTUPOBaHUE OE30MAaCHOCTH WM YIAJICHHOE aJMHHUCTpUpOBaHHE web-
cepBepa.
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